Your Agency security report

Domain: eliteaiempire.com
Checked: 2026-11-09T06:19:04Z
Score: 75/100

TLS and HTTPS

[OK] Certificate valid for this name: yes

[OK] Certificate expires: Feb 5 01:50:13 2027 GMT (87 days)
[OK] TLS version: TLSv1.3

[INFQ] Cipher: TLS_AES_256_GCM_SHA384

[OK] HTTPS status: 200

Security headers

[FIX] strict-transport-security: missing

[FIX] content-security-policy: missing

[FIX] x-frame-options: missing

[OK] x-content-type-options: nosniff

[OK] referrer-policy: strict-origin-when-cross-origin
[FIX] permissions-policy: missing

Email authentication (SPF, DKIM, DMARC)

[OK] SPF record: v=spfl include:_spf.postal.eliteaiempire.com include:spf.brevo.com include:_spf.google.com
~all

[FIX] DMARC policy: none

[INFO] DKIM keys at common selectors: none found at default, google, selectorl, selector2, k1, s1, s2
Common selectors only; absence is not proof DKIM is disabled

DNS

[OK] Name servers: brian.ns.cloudflare.com, monika.ns.cloudflare.com
[FIX] CAA record (which CAs may issue): none

[FIX] DNSSEC (DS record at parent): not signed

[INFO] Hostnames in certificate transparency: 158

Findings

[FIX] Medium: DMARC is not enforcing: eliteaiempire.com

[FIX] Medium: Missing strict-transport-security: eliteaiempire.com

[FIX] Medium: Missing content-security-policy: eliteaiempire.com

[FIX] Medium: Missing x-frame-options: eliteaiempire.com

[FIX] Medium: Missing permissions-policy: eliteaiempire.com

Passive checks read public DNS, the TLS certificate and HTTP responses. Active checks ran only on domains whose owner
proved control. A clean result is not a guarantee that a system is secure.
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